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Abstract

Anonymity is increasingly important for network com-
munications concerning about censorship and privacy.
Early research on source anonymous communication pro-
tocols generally stems from mixnet and DC-net. They either
cannot provide provable anonymity or suffer from transmis-
sion collision. To solve this problem, a k-anonymous proto-
col based on hierarchical ring structure and mix technique
was proposed. This proposed protocol is collision free and
provides provable k-anonymity for both the sender and the
recipient. However, this protocol requires the trustworthi-
ness of k honest nodes, therefore, anonymity is only condi-
tional. Alternatively, in this paper, we propose a provably
secure anonymous communication (PSAC) scheme without
relying on any trusted third parties. While ensuring the mes-
sage sender anonymity, it can also provide message content
authenticity. The proposed PSAC scheme can prevent trac-
ing the senders of messages and limits the disruption that
can be caused by participants.

1 Introduction

As we rely more and more on Internet for our daily com-
munications, privacy has become a critical issue. While
encryption protects the content of communication, it does
not conceal the fact that two users are communicating. In
many situations, users may wish to make their communica-
tion anonymous. For instance, a customer placing an online
order may not want his/her transactions to be traced. As
another example, if the item ordered by this person can be
delivered electronically (e.g., an electronic book or a digi-
tal movie), he/she may not want his/her destination address
(e.g., the email account, the IP address of his/her computer)

to be identified.
In the past two decades, originated largely from Chaum’s

mixnet [1] and DC-net [2], a number of anonymous com-
munication protocols (e.g., [1, 3–10]) have been proposed.
The mixnet family protocols (e.g., [6, 9–12]) use a set of
“mix” servers that mix the received packets to make the
communication path (including the sender and the recipi-
ent) ambiguous. They rely on the statistical properties of
background traffic that is also referred to as the cover traffic
to achieve the desired anonymity. The security of mixnet
is based on the trust relationship of the mixers, and can-
not provide provable anonymity. The DC-net family proto-
cols (e.g., [2,3,7,13]) utilize secure multi-party computation
techniques. They provide provable anonymity without rely-
ing on trusted third parties. However, they suffer from the
transmission collision problem that does not have a practi-
cal solution [7].

As the computing, communicating, and cryptographic
techniques progress rapidly, increasing emphasis has been
placed on developing efficient and unconditionally secure
anonymous communication schemes for overlay networks
without relying on trusted third parties and free of collision.
It is well known that in wireless communications, especially
in ad-hoc network communications, since network traffic
is generally based on broadcasting, receiver anonymity can
be easily achieved. Therefore, the focus should be on the
sender anonymity.

In this paper, we develop a simple novel provably secure
anonymous communication (PSAC) scheme. It provides
unconditional and provable anonymity for the communi-
cation sender without transmission collision as pointed out
in [14]. Our scheme is based on a cryptographic algorithm,
which ensures not only probable security, but also efficiency
in implementation. Our scheme has five major characteris-
tics: (i) It provides unconditional source anonymity. (ii)
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The scheme is provably secure. (iii) Our scheme does not
require any trusted third parties. (iv) It ensures commu-
nication efficiency without transmission collision problem.
(v) While ensuring source anonymity, our proposed scheme
also guarantees verifiable contents authenticity.

The rest of this paper is organized as follows. In Section
2, the background of this paper is briefly reviewed, while
some of the previous work was reviewed in Section 3. The
proposed PSAC scheme is described in Section 4. Secu-
rity analysis of the proposed PSAC scheme is discussed in
Section 5 and we conclude in Section 6.

2 Notation

In this section, we will briefly describe the nomenclature
of anonymity defined by previous work.

The concept of anonymity in information management
has been discussed in a number of previous works [1,
2, 10, 15–17]. Primarily, three types of anonymity or
anonymous communication properties were defined in [15]:
sender anonymity, recipient anonymity and relationship
anonymity. Sender anonymity means that a particular mes-
sage is not linkable to any sender and no message if linkable
to a particular sender. Recipient anonymity similarly means
that a message cannot be linked to any recipient and that no
message is linkable to a recipient. Relationship anonymity
means that the sender and the recipient are unlinkable. In
other words, sender and recipient cannot be identified as
communicating with each other, though it may be clear
they are participating in some communication. Relation-
ship anonymity is a weaker property than each of sender
anonymity and recipient anonymity. The above anonymi-
ties are also referred to as the full anonymities, since they
guarantee that an adversary cannot infer anything about
the sender, the recipient, or the communication relationship
from a transmitted message.

Our scheme stems from an idea from Rivest, Shamir and
Tauman [18], where the message sender brings a number of
other members into a ring structure so that the real identity
of the message sender is hidden in a set of members, called
the set of ambiguity (SoA).

3 Previous Work

As mentioned earlier, the existing anonymous communi-
cation protocols are largely stemmed from either mixnet [1]
or DC-net [2]. A mixnet provides anonymity via packet re-
shuffling through (at least one trusted ) “mix”. In mixnet, a

Table 1. Notation
p a large prime number
Zp the integer field module p

g a primitive element in Zp

xi the secret key of the ith user
yi the public key of the ith user
ri the ith signature component
s the signature component
m the message
SoA or S set of ambiguity
Ai the ith member in the SoA
n the number of users in the SoA
h hash function
hi h(m, ri)

SA-MAC source anonymous message
authentication code

sender encrypts an outgoing message and the ID of recipi-
ent using the public key of the mix. The mix accumulates
a batch of encrypted messages, decrypts and reorders these
messages, and forwards them to the recipients. An eaves-
dropper cannot link a decrypted output message with a spe-
cific (encrypted) input message. Mixnet thus protects the
secrecy of users’ communication relationships. Recently,
Möler presented a provably secure public-key encryption
algorithm for mixnet [8]. This algorithm has been adopted
by Mixminion [6]. However, since mixnet-like protocols
rely on the statistical properties of background traffic, they
cannot provide provable anonymity. Wright et al. showed
the degradation of anonymity of some protocols in the face
of persistence attackers [19].

DC-net [2,17] is an anonymous multi-party computation
amongst a set of participants, some pairs of which share
secret keys. DC-net provides perfect (information theo-
retic) sender anonymity without requiring trusted servers.
In a DC-net, users send encrypted broadcasts to the en-
tire group, thus achieving receiver anonymity. However, all
members of the group are made aware of when a message
is sent, so DC-net does not have the same level of sender-
receiver anonymity. Also, in DC-net, only one user can send
at a time, so it takes additional bandwidth to handle colli-
sions and contention. Lastly, a DC-net participant fixes its
anonymity vs. bandwidth trade off when joining the sys-
tem, and there are no provisions to rescale that trade off
when others join the system.

Recently, message sender anonymity based on ring sig-
natures were introduced [18]. This approach can enable
message sender to transmit messages anonymously with
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contents authenticity assurance, while hiding the real iden-
tity of the message sender. The major idea is that the mes-
sage sender (say Alice) randomly selects n ring members as
the set of ambiguity, or SoA, on her own without awareness
of these members. To generate a ring signature, there are n

trapdoor one-way functions involved. For each ring mem-
ber other than the actual sender (Alice), Alice randomly se-
lects an input and computes the one-way output using mes-
sage signature forgery. However, for the trapdoor one-way
function corresponding to the actual sender Alice, she needs
to solve the “message” that can “glue” head and the tail of
the signature chain together to form a signature ring, and
then sign this “message” using her knowledge of the trap-
door information. However, the original design has very
little flexibility and the complexity of the scheme is quite
high.

In this paper, we propose a novel provably secure source
anonymous communication (PSAC) scheme based on El-
Gamal signature scheme. The construction of ring signa-
tures requires existential forgery. According to [20, 21], the
original ElGamal signature scheme is existentially forge-
able with a generic message attack. In fact, there are two
well-known levels of forgeries: one-parameter forgery and
two-parameter forgery. The modified ElGamal signature
(MES) as suggested by Pointcheval and Stern [22] is secure
against no-message attack and is secure against adaptive
chosen-message attack in the random oracle model. Our
scheme is not mixnet-like and we do not require any trusted
servers while we provide provable anonymity.

4 Our Proposed Novel Provably Secure
Anonymous Communication (PSAC)
Scheme

In this section, we propose an efficient and novel prov-
ably secure anonymous communication (PSAC) scheme.
The main idea is that for each message to be transmitted,
the message sender generates a source anonymous message
authentication code (SA-MAC) for this message. The gen-
eration relies on the MES scheme defined in this section.
However, unlike ring signatures, which requires to com-
pute a forgery signature for each member in the SoA sep-
arately. In our scheme, the entire SA-MAC generation re-
quires only three steps, which associate all non-senders to
the SA-MAC. Our design enables the SA-MAC be verified
through a single equation without individually verifying the
signatures.

4.1 Modified Elgamal Signature Scheme
(MES)

Definition 1 (Modified ElGamal Signature Scheme (EMS))
The modified ElGamal signature scheme consists of the fol-
lowing three algorithms:

• Key generation algorithm The signer chooses a ran-
dom large prime p and a generator g of Z∗

p. Both
p and g are made public. Then, for a random se-
cret key x ∈ Zp, the public key y is computed from
y = gx mod p.

• Signature algorithm For the purpose of efficiency, in
this paper, we will use a signature variant of ElGamal
signature scheme, called optimal scheme [23, 24].

To sign a message m, one has to choose a random
k ∈ Z∗

p−1, and then compute the exponentiation r =
gk mod p and solve s from

s = rxh(m, r) + k mod p− 1,

where h is a one-way hash function.

The algorithm finally outputs the signature (r, s) of
message m.

• Verification algorithm The verifier checks whether the
signature equation

gs = ryrh(m,r) mod p

is true. If the equality holds true, then the verifier
“Accepts” the signature and “Rejects” otherwise.

4.2 The Scheme

Suppose that message sender (say Alice) wishes to trans-
mit a message m anonymously. The set of ambiguity (SoA)
includes n members, A1, A2, · · · , An, where the actual
message sender Alice is At, for some value t, 1 ≤ t ≤ n.
We also suppose that each member Ai in the SoA has a
public key yi and the corresponding secret key is xi.

Given a message m to be transmitted with the SoA
S = {A1, A2, · · · , An} and the sequence of public keys
y1, y2, · · · , yn, where the real sender Alice is At, t ∈
{1, 2, · · · , n}. Alice’s secret key is xt. To generate the effi-
cient source anonymous message authentication code (SA-
MAC), any signature variant of the ElGamal schemes can
be used. However, for the purpose of efficiency, in this pa-
per, we will use the variant gs = ryrh(m,r) mod p [23, 24].
To generate the SA-MAC for the message m, Alice needs
to perform the following three steps:
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1. Select a random and pairwise different ki for every i 6=
t and compute ri = gki mod p.

2. Choose a random k ∈ Zp and compute rt =
gk

∏
i6=t

y−rihi
i mod p such that rt 6= 1 and rt 6= ri for

any i 6= t, where hi = h(m, ri).

3. Compute s = k +
∑
i 6=t

ki + xtrthi mod p− 1.

The SA-MAC of the message m is defined as

(m,S, r1, · · · , rn, h1, · · · , hn, s),

where

gs = r1 · · · rnyr1h1
1 · · · yrnhn

n mod p,

and hi = h(m, ri).

4.3 Verification Of SA-MAC

A verifier can verify an alleged SA-MAC

(S, r1, · · · , rn, h1, · · · , hn, s)

for message m by verifying whether the following equation

gs = r1 · · · rnyr1h1
1 · · · yrnhn

n mod p (1)

holds. If equation (1) holds true, the verifier “Accepts” the
SA-MAC as a valid SA-MAC for message m. Otherwise
the verifier “Rejects” the SA-MAC.

In fact, if the SA-MAC has been correctly generated,
then we have

r1 · · · rnyr1h1
1 · · · yrnhn

n

= gk1 · · · gknyr1h1
1 · · · yrnhn

n

= g

ki∑
i6=t

gk
∏
i 6=t

y−rihi
i

 ∏
i 6=t

yrihi
i

 yrtht
t

= gk+
∑

i6=t ki+xtrtht

= gs.

Therefore, the verification result is always “Accept” if it
is correctly generated and without being modified.

5 Security Analysis

In this section, we will prove that the proposed SA-MAC
scheme is unconditionally anonymous and provably secure
against adaptive chosen-message attack.

5.1 Anonymity

In order to prove that the proposed SA-MAC is uncondi-
tionally anonymous, we have to prove that (i) for anybody
outside the SoA, the probability to successfully identify the
real sender is 1/n, and (ii) anybody from the SoA can gen-
erate SA-MACs.

The identity of the message sender is unconditionally
protected with the proposed SA-MAC scheme. This is be-
cause that regardless of the sender’s identity, there are ex-
actly (p−1)(p−2) · · · (p−n) different options to generate
the SA-MAC, and all of them can be chosen by the SA-
MAC generation procedure and by any of the members in
the SoA with equal probability without depending on any
complexity-theoretic assumptions. The proof for the sec-
ond part, that is anybody from the SoA can generate it is
straightforward. Therefore, we have the following theorem.

Theorem 1 The proposed PSAC scheme can provide un-
conditional message sender anonymity.

5.2 Unforgeability

From the design of the proposed PSAC anonymous, it is
clear that it relies on ElGamal signature schemes. Signature
schemes can achieve different levels of security. Security
against adaptive-chosen message attack to achieve existen-
tial forgery for some message is the maximum level of se-
curity.

Definition 2 (Unforgeability) A SA-MAC is unforgeable if
no adversary, given the public keys of all members of the
SoA and the SA-MACs for messages m1,m2, · · · ,ml adap-
tively chosen by the adversary, can produce in polynomial
time a new valid SA-MAC with non-negligible probability.

In this definition, we assume that the adversaries are
computationally bounded, or have only polynomial time so
that inverting and reading of encrypted messages are infea-
sible. Otherwise, it is believed that there is no workable
cryptographic solution.

In this section, we will prove that the proposed
source anonymous communication scheme is secure against
adaptive-chosen message attack in the random oracle
model. The security of our result is based on the assumption
that it is difficult to compute discrete logarithms in a large
field (no efficient algorithms are known for non-quantum
computers), which is the well-known Discrete Logarithm
Problem (DLP).
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We will introduce two lemmas first. Lemma 1, or Split-
ting Lemma, is a a well-known probabilistic lemma. It can
be found in reference [22]. The basic idea of the Splitting
Lemma is that when a subset A is “large” in a product space
X × Y , it has many “large” sections. Lemma 2 is a slight
modification of the Forking Lemma presented in [22]. The
proof of this theorem is mainly probability theorem related.
We will skip the proofs of these two lemmas here.

Lemma 1 (The Splitting Lemma) Let A ⊂ X × Y such
that Pr[(x, y) ∈ A] ≥ ε. For any α < ε, define

B = {(x, y) ∈ X × Y | Pr
y′∈Y

[(x, y′) ∈ A] ≥ ε− α},

and
B̄ = (X × Y )\B,

then the following statements hold:

1. Pr[B] ≥ α.

2. ∀(x, y) ∈ B,Pry′∈Y [(x, y′) ∈ A] ≥ ε− α.

3. Pr[B|A] ≥ α/ε.

Lemma 2 (The Forking Lemma) Let A be a Probabilis-
tic Polynomial Time Turing machine given only the public
data as input. If A can find, with non-negligible probability,
a valid SA-MAC (m,S, r1, · · · , rn, h1, · · · , hn, s) within a
bounded polynomial time T , then with non-negligible prob-
ability, a replay of this machine which has control over
A and a different oracle, outputs another valid SA-MAC
(m,S, r1, · · · , rn, h′1, · · · , h′n, s), such that hi = h′i, for
all i ∈ {1, 2, · · · , n}\{j} for some fixed j.

Now we can state our main security theorem below.

Theorem 2 The proposed PSAC scheme is secure against
adaptive chosen-message attack in the random oracle
model.

Proof. (sketch) The security of the proposed scheme is
based on the the security of the underlying SA-MAC. If an
adversary can forge a valid SA-MAC with non-negligible
probability, then according to the Forking Lemma, the ad-
versary can get two valid SA-MACs

(m,S, r1, · · · , rn, h1, · · · , hn, s),

and
(m,S, r1, · · · , rn, h′1, · · · , h′n, s′),

such that for i ∈ {1, 2, · · · , n}\{j}, hi = h′i, and hj 6= h′j .
Therefore, we have

gs = r1 · · · rnyr1h1
1 · · · yrnhn

n mod p, (2)

and
gs′ = r1 · · · rny

r1h′1
1 · · · yrnh′n

n mod p. (3)

Divide equation (2) and equation (3), we obtain

gs−s′ = y
rt(ht−h′t)
t mod p. (4)

Equivalently, we have

yt = g
s−s′

rt(ht−h′t) mod p. (5)

Therefore, we can compute the discrete logarithm of yt in
base g with non-negligible probability, which contradicts to
the well-known DLP assumption that it is computationally
infeasible to compute the discrete of yj in base g. 2

6 Conclusion

In this paper, we propose an efficient SA-MAC scheme
based on the modified ElGamal signature (MES) scheme.
Based on the proposed SA-MAC scheme, we further
develop a provably secure anonymous communication
scheme. Comparing to the existing anonymous commu-
nication techniques, the proposed SA-MAC has a num-
ber of major advantages. It provides unconditional source
anonymity without requiring any trusted third parties.
While ensuring message source anonymity, it also ensures
verifiable content authenticity. Finally, the proposed SA-
MAC scheme is also proved to be secure against adaptive
chosen-message attack in the random oracle model.
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